Connected Cars: Automotive Cybersecurity
and Privacy for Smart Cities
Habeeb Olufowobi, Howard University, USA
Gedare Bloom, Howard University, USA
Email: {habeeb.olufowobi, gedare.bloom}@howard.edu

Abstract
This chapter examines the cybersecurity and privacy of the twin notions of smart transportation
and intelligent transportation systems with a focus on the role of personal automobiles. Smart
transportation encompasses the individual and joint capabilities of connected cars, or more generally vehicles, and so comprises the internal workings of autonomous vehicles and the complex
interdependencies introduced by vehicle-to-vehicle (V2V) communications. An intelligent transportation system introduces smart technology to civil transportation infrastructure, and the connected car further creates the opportunity for vehicle-to-infrastructure (V2I) communications. We
identify threats and attacks enabled by smart transportation and intelligent transportation systems,
and survey methods for providing security and privacy.
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Introduction

This section introduces the role of automobiles in the smart city ecosystem. The terminology and
the layout of the chapter is described to orient the reader with a roadmap for the sections of this
chapter. Here we also explain how the chapter is organized in two parts: smart transportation and
intelligent transportation systems.
Notable attention focuses on the Internet of Things (IoT) by the academic and industrial communities in the past years. Increasingly, applications based on IoT have been deployed in use
cases that are significant in the smart city ecosystem. A fundamental application of IoT is in
smart transportation. Smart transportation describes an application of modern technologies and
strategic management to transportation systems. These technologies include low-level sensors
and actuators, data gathering and analysis, and wireless network communication. Taken together,
these technologies can dynamically adjust traffic behavior through signal manipulation, better inform users of the status of transportation networks, increase efficiency of transportation services,
and improve traffic management operations.
The benefits and effectiveness of smart transportation in smart city ecosystem cannot be
overemphasized. Also, in-vehicle systems and global positioning system (GPS) based services
have inspired some of the innovations. Intelligent transportation has become an essential part
of the general IoT landscape when it comes to developing an empowered society. Integrating
technology into transportation infrastructure can decrease the associated cost of traffic congestion, increase the safety of users and also facilitates the development of smarter infrastructure to
meet future demands. Furthermore, connecting the car to other smart cars and the transportation
infrastructure of the smart city ecosystem will enable new possibilities for our societies, such as
self-monitoring roads that can predict traffic and send information to on-the-road users. Intelligent
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transportation systems (ITS) have made all these transportation technologies possible. However,
these possibilities come with anticipated security and privacy risks.
The modern automobile is a cyber-physical system (CPS) comprising tens to hundreds of computers that control the vehicle’s electrical-mechanical components operated by hundreds of millions of software lines of code. Vehicle components are controlled by various electrical control
units (ECUs) that are connected together through an internal network, also called an in-vehicle
network, which may even be connected to the Internet. Each in-vehicle network typically connects multiple communication networks and protocols, including the industry standard Controller
Area Network (CAN), Local Interconnect Network (LIN), FlexRay, Media Oriented Systems Transport (MOST) and Radio Frequency (RF) communication. An in-vehicle network consists of nodes,
gateways, and buses. Data is transferred from one network to another through a gateway, and
all messages are broadcast on the bus. The vehicle network is a medium that facilitates data
exchange in the automobile. These networks can be accessed through the standard on-board
diagnostics (OBD)—a vehicle self-diagnostics and reporting port—or via wireless communication
interfaces such as Bluetooth, WiFi, and cellular telephone networks.
From the communication bus perspective, modern vehicles contain multiple interfaces that expose the vehicular systems to cyber-attacks through physical and wireless access. These interfaces require varying levels of security in order to effectively thwart cybercriminals from gaining
access to them. Physical access means that the attacker has a direct connection to the OBD port
of the vehicle that is connected to the CAN bus and all ECUs. This port can be accessed easily by
an adversary with the right equipment and a window of opportunity. The attacker can plug a small
dongle into the OBD port to gather information or inject messages directly into the vehicle. Also, an
attacker can plug a device into the port and access it remotely [10]. Alternatively, an attacker may
gain access to the network through the use of the USB port. Using these methods, multiple teams
have demonstrated overriding security controls to reflash ECUs [48, 59], providing the opportunity
to inject or monitor CAN traffic without leaving any physical traces.
Remote and wireless attack surfaces are more worrying because the attacker does not need
to physically connect any dongle to the vehicle. These attack surfaces include in-vehicle Bluetooth and the telematics unit that are common in vehicles for wireless and cellular connectivity.
Bluetooth attacks have been demonstrated by Checkoway, et al. [10] using various methods of
connecting to the communication bus through Bluetooth with malware installed on an alreadypaired Android phone, and with a method, they developed for unauthorized pairing. Miller and
Valasek [58] demonstrated unauthorized CAN bus access to 2015 Jeep Cherokee through its WiFi
network that exploits the weakness in its password generation protocol.
The apparent motivations for adversaries to launch cyber attacks against vehicles are shared
across the autonomous vehicle, vehicular ad-hoc networks (VANETs), vehicle-to-vehicle, vehicleto-infrastructure, connected car, intelligent transportation system, and even traditional (non-connected)
automobiles. These motivations, or goals, include:
• desire for infamy, vengeance, or twisted pleasure [35];
• profit [81];
• control traffic [71], so as to create open or congested routes;
• disrupt traffic [63] to create congestion or even panic;
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Table 1: Threats and attacks against vehicles grouped by targeted security objective.

Availability
Denial of service (DOS)
Distributed DOS (DDOS)
Jamming
Black Hole
Spamming

Confidentiality
Traffic Analysis
Eavesdropping
Tunneling
Cryptanalysis

Integrity
(GPS) Signal Spoofing
Replay
Wormhole
False data injection
Man-in-the-middle (MitM)
Malware

Authentication
Sybil
Impersonation
Masquerade
Tampering

• conduct intelligence, surveillance, and reconnaissance (ISR) [40], whether targeted or en
masse;
• vehicle theft [15], usually targeted;
• remote hijack [9, 84], to take control of an operating vehicle;
• infecting with vehicle malware [89];
• creating a vehicular botnet [27].
The kinds of attacks that an adversary may launch to achieve their goals are summarized in
Table 1. These attacks are many and varied, but they are basically based on compromising the
traditional information security objectives of confidentiality, integrity, availability (CIA), and disrupting the security system’s implementation of one of Lampson’s “gold standard” of authentication,
authorization, and audit. Confidentiality may be lost when an adversary can eavesdrop on the information sent through networks or unauthorized users have access to the information shared within
the network, while the integrity of transmitted messages can be compromised by message tampering, injection, replay, masquerading, and deletion. Service availability may be compromised by
denying access to use the service, which is typically accomplished by a denial-of-service (DOS)
attack or the related distributed denial of service (DDOS) attack. In the following list, we briefly
describe each kind of attack:
• Denial of service (DOS). DOS attacks occur when an adversary takes overall control of the
network resources or flood the communication channels to deny inflow and outflow of information, making the whole network not usable for all connected nodes. The overall goal is to
prevent the legitimate nodes from using the network resources [39]. This attack compromises
the availability of the network, which is an essential requirement of normal vehicle operations
in the smart city. This action places the driver and passengers in danger if they solely depend
on the information provided by the network.
• Node Impersonation. An adversarial node broadcasts a message and claim the message
is from another node by changing his identity to prevent being detected. The node may
assume the identity of an authorized node to utilize network resources or to disrupt the normal
operations of the network.
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• Sybil Attack. An adversary creates multiple identities of itself to transmit messages to different nodes on the network. Thus, other nodes believe that there are many nodes on the
network at the same time and are forced to use alternate routes.Also, the adversarial node
has the potential to inject false information into the networks through the fictional nodes contrived on the network. Sybil attacks have been considered as a severe security threat to
sensor networks and VANETs, and they can compromise the data integrity, security, and
resource utilization of the vehicular networks [19].
• Global Positioning System (GPS) Spoofing. The adversarial node overrides the signal from a
GPS satellite to provide false location and time information to targeted nodes. An adversary
makes use of GPS satellite simulator to generate signals more effective than the original
GPS satellite [68] to deceive vehicles to think they are in different locations.
• Masquerade. A malicious node simulates an identity to pretend to be another node. This
simulation can be accomplished by message fabrication, replay, and alterations.
• Black hole. The adversarial node will not participate in the operation of the routing information
when the information is received. This disrupts the routing table and causes packet loss
because the network traffic will be redirected.
• Traffic Analysis. An adversary intercepts and analyzes communication patterns of nodes in
order to extract useful information. This attack can be performed even when the messages
are encrypted and cannot be decrypted.
• Malware. Malicious software is designed to run on a system without the user’s consent with
the intent of harming the system. Malware is injected into a network to cause disruptions in
normal operations which can lead to serious consequence.
• Man-in-the-Middle (MitM). An adversary eavesdrops and possibly modifies the communication between two nodes who think they have a direct communication with one another. MitM
violates trust between nodes in the network.
• Timing attacks. The adversary intentionally creates a delay to prevent messages from reaching the destination node in time.
• Eavesdropping. As a passive attacker, an adversary intercepts (listens) to messages sent on
the network. Detecting this kind of attack can be difficult, while launching the attack can be
easy, both depending on the communication media.
Some of these attacks rely on physical access, e.g., GPS spoofing can only be done in (relatively) close proximity to the target, while other attacks can be conducted remotely using only a
network connection. In general, any goal that can be achieved through remote attacks is achievable through physical attacks, since with physical access the adversary can control and observe
the same data used to launch an attack with remote access. Although physical access may be
harder to achieve for an adversary, attacks that rely on physical access tend to be less complex to
conduct than those with remote access. Often, physical access may be used to facilitate remote
access, for example by using physical access to install a wireless or radio device that enables
future remote access.
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1.1

Chapter Layout

This chapter is organized in two parts. Part I consists of Sections 2–6, and addresses the security and privacy of autonomous vehicles and vehicle-to-vehicle communication as the underlying
technologies for smart transportation. Sections 7–11 compose Part II, which explores the impact
on security and privacy caused by the integration of vehicles with the transportation infrastructure via the vehicle-to-infrastructure and infrastructure-to-vehicle communications. We conclude in
Section 12.
Part I: Smart Transportation
Section 2 describes the current state-of-the-art capabilities in autonomous vehicles and vehicleto-vehicle communication, and discusses some of the expected developments in these capabilities.
Primarily, the goal of this section is to give the reader sufficient background and terminology for
the remainder of Part I.
Section 3 identifies the range of realistic threat models that should be considered against autonomous vehicles. Motivations for attacks will be described along with the attack capabilities
of adversaries in the smart city ecosystem. The impacts of attacks will also be discussed. We
will address threats against both the automotive systems, e.g., the controller area network (CAN)
bus, and the autonomous software, i.e., the machine learning and computer vision algorithms.
Section 4 surveys the solutions for assuring security and protecting privacy against the threats and
attacks on autonomous vehicles. Gaps in the literature, i.e., threats that are inadequately defended
against by known approaches, will also be identified here.
Section 5 describes how the introduction of communication between vehicles causes new threat
models to be relevant; new motivation and attack capabilities will be identified. We will briefly discuss vehicular ad hoc networks here together with direct communications between cars. Section 6
discusses solutions for security and privacy despite the threats and attacks against vehicle-tovehicle communications.
Part II: Vehicle-Infrastructure Integration
Section 7 describes the current state-of-the-art capabilities in communications between vehicles and the transportation infrastructure, and discusses expected evolution in these capabilities.
This section provides background and terminology to understand the remainder of Part II.
Section 8 identifies the threats and attacks against connected cars that arise due to the introduction of vehicle-infrastructure communications. Section 9 surveys approaches for providing
security and protecting privacy against the threats and attacks targeting vehicles that are introduced by communications between vehicles and transportation infrastructure. We will not discuss
in any detail solutions pertaining to known problems with vehicular or infrastructure security that
existed prior to such communication capabilities.
Section 10 surveys attacks against transportation infrastructure that are enabled by communication between the infrastructure and vehicles. Section 11 identifies solutions for assuring security
and privacy against the threats and attacks targeting civil infrastructure that are introduced by such
vehicle-infrastructure communication.
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Autonomous Vehicles (AVs) and Vehicle-to-Vehicle (V2V) Communication

With the growing numbers of vehicles on the road, driver error often results in car crashes, which
sometimes include loss of human lives or bodily injury. Autonomous vehicles (AVs) and vehicle5

to-vehicle (V2V) communication aim to reduce driver error while simultaneously bringing potential
to reduce congestion on our roadways by using sensors and in-vehicle technologies to shape how
people move around, work, and live in a smart city ecosystem. Highly automated vehicles are able
to navigate using artificial intelligence, sensors, and inter-connected computer systems working
together to control the vehicle to reach its destination without human operation. In-vehicle sensors
generate data that are analyzed by computer software for the vehicle decision-making algorithms
that control vehicle operations such as acceleration, braking, and steering in real-time. The sensors are connected to other devices or services within and outside the vehicle using internal and
external networks for data communication. Internal connections rely on the existing in-vehicle
network structures of modern vehicles. External communications may include V2V or even communicate with the transportation infrastructure (V2I) and the Internet. Together, the communication
capabilities provide traffic information and alerts to help ensure the safety of the vehicle, its passengers, and its surrounding environment.
2.1

Overview of Autonomous Vehicles

Increasingly, AVs are expected to form a significant part of the automotive industry. The industry and other stakeholders continue to harness advances in technology to develop capabilities
that will ease congestion on our roads and provide social welfare benefits to users. Some of the
benefits include increased mobility for the disabled, elderly and the young, improved fuel or energy
consumption, and reduced fuel emissions. Traffic flow could be more efficient, because the AVs
will obey traffic laws and travel times more diligently than human operators, and vehicles can be
used to engage in activities even without a human driver, thereby reducing travel costs. However,
important challenges in achieving these benefits is the cybersecurity and privacy protection of this
vehicle and its passengers. As the vehicles become more network-connected, they also become
more attractive targets for cyberattack. The risk associated with an attacked AV may greatly outweigh its benefit as the impacts can affect human safety.
2.2

Overview of V2V

V2V facilitates wireless information exchange between vehicles about potential collisions on the
road. V2V aims to provide drivers with significant information and warn them about any imminent
hazard in real-time. Using dedicated short-range radio communication (DSRC) technology [46],
cars will communicate with each other, automatically broadcast data such as current GPS location,
the speed of the vehicle, direction, path history, and vehicle control information—brake status,
transmission state, steering wheel angle. By integrating V2V communication services into the
vehicle, the technology is expected to enhance the safety and efficiency of the drivers and our
roads. The idea is to prevent vehicle collisions before they occur.
DSRC protocols [12] is based on IEEE 802.11 Wi-Fi standard and can accommodate device
communication of up to 300 meters in range. With this protocol, vehicles will have a 360-degree
view of the road and will be able to share safety messages in their closed proximity that can help
drivers responds quickly to prevent crashes and save lives. DSRC works in the 5.9 GHz band
with a bandwidth of 75 MHz that is assigned separately only for vehicular communication. with
a broadcast update of up to 10 times per second, connected vehicles can share basic safety
messages that can better pinpoint dangers and warn the drivers about a potential collision. DSRC
protocol has a low communication latency (less than 100ms) and high data transfer rates(up to 27
Mbps for services and 6 Mbps for safety) [72]. It can also support multi-hop network for extended
range communications. Devices using this protocol can communicate not only with themselves but
also the road infrastructure.
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According to the United States Department of Transportation and the National Highway Traffic Safety Administration (NHTSA), V2V address the following three different safety applications
scenarios for which current vehicle sensors such as cameras or LIDAR cannot be utilized [38]:
1. Intersection Movement Assist: This technology alerts the driver when it is unsafe to enter
an intersection due to a possible collision with other vehicles at the intersection. Such alerts
could help at signalized intersections and those with stop and yield signs to avoid potentially
dangerous accidents.
2. Emergency Electric Brake Light: This technology alerts the driver to apply the brake when
a similar V2V-equipped vehicle decelerates quickly. The decelerating vehicle may not be
directly in front of the warning vehicle. The warning will be quite helpful in circumstances
where the driver’s line of sight is obstructed by other vehicles or extreme weather conditions.
3. Left Turn Assist: This technology alerts the driver not to turn left in front of another vehicle traveling in the opposing direction when entering an intersection. When turning across
opposite lanes, this warning can help prevent accidents with an approaching vehicle.
Other technologies enabled by V2V include:
1. Forward Collision Warning: This technology is designed to limit and decrease rear-end
crashes and to also assist in keeping a reasonably safe distance between vehicles. The
warning alerts drivers when an impending frontal collision is about to occur.
2. Blind Spot: This technology alerts the drivers of the presence of other vehicles in the areas they are unable to see. The system identifies the nearness of another vehicle traveling
diagonally behind the driver’s vehicle and signals its presence with an indicator.
3. Lane Departure or Keep Warning: This technology alerts the drivers whenever the vehicle
is veering from the lane by monitoring the lane markings on the roadway. The lane keep
warning is able to take corrective actions by keeping the vehicle from drifting, unlike the lane
departure warning that just alerts the driver about lane changes.
4. Do Not Pass Warning: This technology alerts the driver that it is unsafe to overtake a slower
moving vehicle when using a passing zone which is occupied by another vehicle traveling
in the opposite direction. This warning alerts the driver to avoid a head-on collision with the
oncoming vehicle.
The future of our roads and cars depends on V2V communication technology. Connectivity
presents incredible possibilities for growth by decreasing congestion and increasing the efficiency
of traffic flow. These technologies can be harnessed to enhance the safety and usage of our roadway infrastructure. However, V2V can also create potential security threats. Adversarial vehicles
can use this technology for sending fraudulent messages for their own gain or use it to disrupt
the flow of the traffic system. The severity of a potential tampering could have disastrous consequences and even result in loss of human life. Hence, it is essential to design the V2V system with
robust security to ensure seamless communication and trusted data sharing.
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3

Threats against Autonomous Vehicles

Although vehicle connectivity is a new sensation among several auto industries and the government, the thought of using these technologies continues to develop rapidly. However, any new
technology comes with new risks and challenges along with the benefits. Modern vehicles contain multiple interfaces that expose the vehicular systems to cyber-attacks. We will consider these
cyber attacks in two different perspectives.
From AV perspective, an adversary may breach the network that facilitates the communications between the control systems of the vehicle, such as the sensors, cameras, GPS, radar, and
odometry to have full control that can threaten human lives. The key control systems could be
deactivated remotely to direct or drive the vehicle to an undisclosed destination. Also, the connected technologies including the laser range finders, LIDAR, cameras, and sensors acting as the
vehicle’s eyes and ears are attractive targets for cyber attackers, because they contains complex
software that may have some bugs which are sometimes vulnerable to a security breach.
Another key area of software attack is on the machine learning and the computer vision algorithms used for the AVs. The machine learning models are vulnerable to adversarial example
attacks which are inputs designed to intentionally confuse the model into producing an incorrect
output such as miscategorizing an object for another [42, 49, 55, 66]. This type of attack causes an
inherent security threat for practical machine learning applications, and an adversary can perform
misclassification attacks on a machine learning system—such as an AV—without access to the underlying machine learning model [65, 66]. In this kind of attack, an adversary may alter the images
(traffic signs) used internally by the vehicle by transforming the physical sign to something else and
then use the modified image to mislead the navigation system of the autonomous vehicle or cause
the vehicle to behave dangerously. Furthermore, AVs connected technologies generate and collect
a vast amount of data through sensing and learning about the vehicle’s surrounding environment
during operation. Misuse of such data is a threat to the privacy of the drivers, passengers, other
vehicles, and other users of the roadways including pedestrians and cyclists.
Worthy of note are the privacy-related issues of the AVs. Presently, AVs are still in testing
phases, and while there are no definite answers to the type of data the vehicles will be collecting
and sharing with other AVs and the infrastructure, AVs currently are logging and sharing location
related information about the vehicle itself. This type of information has the potential to be used
in tracking and determining the places visited by the vehicle owner, which is privacy invasive.
Other privacy-related issues that can be considered in using AVs includes owners and passengers
information, location tracking, sensor data collection by auto companies and travel data stored
for route planning, point of interest and location features. Travel and location data leveraged with
supplementary information of the owner and passenger of the vehicle could produce such benefits
like traffic planning, increased safety and reducing traffic. But, this kind of combined dataset can
be privacy invasive as it exposes sensitive information about the users of the service, especially
if the data is persistently maintained. If an adversary has access to such information, individuals
and society at large may be at risk of information misuse.
The advancement in technology for AVs is generating waves across the automotive and information technology industries, and also excitement among technology enthusiasts, hobbyists, and
consumers. However, the risks associated with the use of AVs, as well as cybersecurity threats
directed towards them, need to be fully examined and understood before AVs start operating on
our roadways.
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4

Security and Privacy for Autonomous Vehicles

Auto manufacturers have been struggling to address security and privacy issues in AVs because
the attack surface continues to grow as new functionality for safety and comfort are added to
the vehicle. Software related security solutions are deemed sufficient in some cases, while in
other cases, tamper-proof security solutions are required. Security solutions such as message
encryption and authentication [5,24,80,83], digital signatures [70], intrusion detection systems [41,
50, 61, 75, 87], and over the air firmware security updates can provide comprehensive system
protection [67]. In the case of privacy, it remains to be seen what kind of personal information
the AVs can collect at the moment because they are still in testing phase. At the minimum, the
vehicles will be using the GPS location data—route information, destination information, speed,
total trip time—to track its own location retaining this data in memory for navigation purposes. This
type of data needs to be kept secure to protect the privacy and safety of drivers and passengers.
At the component or device level, the amount of power consumed when in operation, the timing information, electromagnetic radiation, and the sound produced by these components can be
another source of information that can be exploited to perform an advanced side-channel attack
and physical reverse engineering. Physical security may be employed to protect the components
against such threats. For devices that can be accessed remotely, adapting software agents used
in distributed real-time can facilitate secure and robust status updates for identifying cyber attacks [85].
Addressing privacy concerns in AVs has been a major topic of discussion for both the government and the automotive industry. Several measures may be taken to ensure the safety and
privacy of personal information collected and stored for the vehicle operations. This includes legislation guiding the collection and use of data, data anonymization, notice and consent, differential
privacy and so on.
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Threats against V2V

Raya and Hubaux [69] present four different classifications of attackers in VANETs. These are
insider vs. outsider, malicious vs. rationale, active vs. passive, and local vs. extended attackers. Insiders are the authenticated users of the network while outsiders are not. With malicious
attackers, the intention is to disrupt the functionality of the network with no personal benefits while
a rationale attacker seeks to gain some profits from such attack. A passive attacker monitors and
eavesdrops the network activities whereas an active attacker is able to generate and send malicious packets on the network. For local attackers, they have a limited reach and can only perform
their attacks within this reach while extended attackers have a wider reach scattered across the
network.
V2V uses the vehicular ad-hoc network (VANET) mesh structure to communicate so each node
in the network can broadcast and receive signals. VANET aimed to enable safe and efficient driving
while providing support for infotainment features. Nodes in the network include the vehicles and
the roadside infrastructure units. These nodes may physically move freely within the connected
network coverage and communicate in single or multi-hop routing patterns. VANET is designed
to ensure continuous and secure communication between all the nodes on the network. Security
goals of VANET include ensuring that the source of any message is as claimed, thereby enforcing
message integrity, and all the nodes should be obscured from one another and cannot be tracked to
enforce privacy. Also, the network should ensure that each node is providing accurate information.
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However, security concerns and challenges with VANETs can directly affect the vehicle and the
infrastructure, while some attacks could also be directed at the applications using the network.
These concerns present different levels of threats to the security goals of the network.
Sumra et al. [77] group the threat levels into three categories based on the confidentiality,
integrity, and availability (CIA) triad, and the authors consider availability of the network resources
to be at the apex and the most significant of the three levels. Attacks against availability include
DOS and DDOS attacks. In the next level is the integrity of the information. The attacker’s goal
here is to modify the messages in the network. This compromises the integrity of the network
activities, but the network services are still accessible. At the lower level are passive attacks where
the adversary does not interrupt the network services, but analyzes the network activities to gain
information, i.e., circumvent any confidentiality of message information. The information analyzed
can be used in identifying the communicating nodes, their locations, or other key data about them.
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Security and Privacy for V2V

A key area to focus on the security and privacy of V2I is the need for a secure public key infrastructure (PKI) [4] and the proposed security credential management scheme (SCMS) for V2V
communication [1, 82]. A vehicular PKI allows each vehicle on the network to have a public-private
key pair that allows it to sign messages and verify received messages by relying on a trusted
certificate authority (CA) [70]. Most important, the deployment of SCMS will have profound and
widespread influence not only on the security of V2V, its intended purpose, but also on the privacy
of connected vehicles with respect to the SCMS infrastructure and also the security of connected
cars in terms of their reliance on the correctness and inviolability of the SCMS and its constituents.
An analogy may be seen in the reliance of the Internet on a secure and trustworthy PKI as the first
step for establishing secure connections between two parties without using other prior information.
If the PKI does not work or is compromised, for example when certificates or signing keys are
stolen, then the root of trust is broken and there can be no security. Similarly, a vehicular PKI as
envisioned by the SCMS, or any similar scheme used to establish authority and authenticity, is a
lynchpin for secure communications in the V2I and V2V realm, including as a method to provide
for secure OTA software updates.
Pseudonym-based authentication has been proposed to avoid unauthorized vehicle traceability
and location privacy during communications and preserve both confidential information and privacy
of the driver. A key challenge with pseudonyms is the need to refresh them to avoid overuse that
can lead to linking long-term pseudonyms to true identities. A common approach to solve this
challenge is to change pseudonyms frequently using an algorithm that attempts to ensure privacy
while balancing the cost of replacing pseudonyms [3, 6, 30, 54]. These algorithms aim to provide
location privacy for the vehicles and the users on the network. With pseudonyms, the real identity
of the user is obscured, which prevents identity linking.
Another security and location privacy concealing approach makes use of group signatures. A
group signature is a cryptographic primitive that allows the constituent users of a group to share
the ability to sign a message on behalf of the entire group. Grouping of vehicles traveling at
the same speed towards the same direction was proposed by Sampigethaya et al. [74]. The
authors identified that combining neighboring vehicles into groups can reduce the number of V2I
transmissions. With this approach, the vehicle will be provided with an extended silent period
that enhances their anonymity in the network. Furthermore, temporary anonymous certified keys
based on group signatures was presented by Studer et al. [76] to fulfill the security and privacy
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management of VANETs. Here, the on-board units provide short-lived keys that are certified by
the regional authority for communications. During key updates, a regional authority verifies the
requesting on-board unit’s validity, but do not determine its identity, thus preserving its privacy and
allowing it to acquire a certificate for a temporary key. Guo et al. [34] present a group signature
based scheme that relies on tamper-resistant devices for preventing adversarial attacks. This
scheme allows a group member to sign messages on behalf of the group while the single public
key can be used to verify the signature without revealing the identity of the signer. An important
feature of group signatures is that they make it impossible to determine if two signatures have been
issued by the same group member, which efficiently prevents tracking of users subject to a large
enough group (i.e., the anonymity set).
K -anonymity, a scheme proposed by Sweeney [78] is another approach to deal with security
and privacy risks in VANETs using the DSRC/WAVE standards. K -anonymity requires that an
entity must be distinguishable from k - 1 other entities, in the results of database queries [13]
i.e. a node cannot be individually identified from a group of k nodes on the network. Feng et. al
[25] proposed a privacy-preserving model called (k, R, r)-anonymity that can be implemented on a
mobile terminal. The main idea is to replace the physical location of users and the query target by
a specific area and a set of location types, respectively. Caballero-Gil et. al [7] also proposed a
revocation scheme that detects and eliminates malicious users after a number of complaints have
been received while guaranteeing k -anonymity.
While works using differential privacy for privacy preservation in VANETs promise privacy of
information [11, 37, 86, 90], additional privacy risk needs to be considered at the communication
level, as well as the computation that manipulates the data [21].
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Vehicle-to-Infrastructure (V2I) and Infrastructure-to-Vehicle (I2V) Communication

Conventional ITSs treat vehicles—and their drivers—as external agents that are monitored and
measured through sensors embedded in the infrastructure. The ITS influences vehicles through
physical actuation of mutable infrastructure components such as traffic lights and gates that especially are prevalent in ramp metering and traffic flow control applications. Indirect moderation
of vehicle behavior is achieved by ITS through visual communication with drivers by way of programmable road signs, such as variable speed zones and congestion alerts. These visual cues
require drivers to both observe and honor the warning message for effect. The arrival of V2I/I2V
brings active, wireless communication links between vehicles and infrastructure that enable direct
messages and the ability of an ITS to treat a vehicle as part of the system by eliciting information
from it and by sending targeted warnings and messages—possibly even commands—to it. The
inclusion of vehicles within the ITS represents a paradigm shift that will radically change the nature
of transportation infrastructure because of the addition of V2I/I2V communication [33].
V2I/I2V is an enabler for VANET and ushers in the next generation of ITS: the era of connected
vehicles [18]. Advanced applications in connected vehicles integrate live sensing data embedded in transportation infrastructure with V2I communications and Internet data sources to provide
novel safety features, more efficient traffic, and delivery of digital services (i.e., infotainment) [64].
Already deployed capabilities in smart infrastructures include red light violation warning, curve
speed warning, weather advisories, traffic signal change warning, congestion and detour warning
for navigation planning, and more [17]. New capabilities continue to emerge on a regular basis,
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and adoption by public communities is encouraged by the possible benefits of ITS [16], which include improved public safety, traffic safety, fuel and travel time efficiency, and job growth due to
market expansion.
The role of V2I/I2V in emerging smart cities is to increase the data sources available for ITS by
collecting from vehicles directly, provide support for VANET security and Internet-connectivity, and
to close the loop by communicating feedback to vehicles and drivers [23]. Prior to the widespread
adoption of wireless technology, ITS relies upon indirect collection of vehicle data using sensor
measurements embedded in the infrastructure, and generates physical signals to mediate vehicle
behavior, for example, metering lights and smart road signs. ITS therefore relied on widespread
data collection and analysis, but without direct communication over a computer network with external agents.
Problematic to the expansion of V2I/I2V are the joint concerns of security and privacy. The security concerns of ITS in the past were readily solved by traditional network security solutions using
standard cryptographic techniques. Connected car security is necessary to prevent remote exploits
of moving vehicles, and infrastructure security requires rethinking in order to ensure resilient operations at all times because of new, ubiquitous communication pathways between external agents
and infrastructure components. Privacy has also been a well-known concern of ITS [26], and
is recognized as a key challenge since the advent of V2I [44], yet remains a significant issue in
practice. Privacy is primarily of concern for vehicle drivers and passengers, but the challenges
that impede privacy, and their respective solutions, exist at both ends of the vehicle-infrastructure
communication channel.

8

Threats against Connected Cars due to V2I/I2V

Existing work in the area of transportation infrastructure cybersecurity focuses primarily on attacks
against the infrastructure with the goal of manipulating traffic signals to indirectly influence vehicle
behavior [63, 71]. The rise of V2I/I2V introduces new possibilities for attackers to target cyber
attacks directly at vehicles using the infrastructure as an attack vector. This section identifies such
new threats that arise due to the introduction of communication pathways between vehicles and
intelligent transportation systems. Motivations for attacks and attack capabilities are described,
along with the potential impacts of attacks. The focus of this section is how communicating with
infrastructure opens new attack surfaces against vehicles, after which we will discuss approaches
to provide security and privacy before exploring how V2I enables attacks against the infrastructure
coming from the connected vehicles. We do not address here the existing attack surfaces, threats,
and security solutions for automobiles that predate V2I/I2V, which, while relevant, are not facilitated
by the rise of this new communication paradigm.
By itself, V2I/I2V does not introduce any new motivation for attacks, but it does expose three
attack vectors relevant to compromise of the connected car:
• components of the physical transportation infrastructure;
• media channels and protocols of the V2I/I2V network infrastructure;
• on-board computers of the connected car that support V2I/I2V.
Adversaries capable of exploiting vulnerabilities in these attack vectors are varied, but may be
broadly categorized according to their level of access, physical or remote, to the respective infrastructure. That is, the ability to access the physical or network infrastructure, or the on-board
12

computers of individual vehicles, may be physically under adversarial control, or the adversary
may be limited to making remote accesses through, for example, manipulation of ingest data as in
false data injection attacks, or through passive monitoring or eavesdropping.
Attacks coming through the physical transportation infrastructure leverage the adversaries ability to control that infrastructure. The sophistication of such an attack is therefore quite high, since
the adversary must be able to first subvert components of the infrastructure. Once inside the infrastructure, however, the adversary has the advantage that V2I protocols rely on the infrastructure to
be correct. Thus, some motivations for attack, namely those that aim to control, disrupt, or monitor
traffic, are met without needing to compromise the connected car, and may even be feasible with
remote access to the physical infrastructure. For example, ramp metering attacks that target ITS
through remote or physical access [71] could accomplish similar outcomes by influencing the physical infrastructure to not just change traffic signals but to even send messages to the connected
car that alter its behavior. Another example is the "Zombies ahead!” message that was presented
by hacked changeable message signs [63], which may cause confusion or even panic for human
drivers, while the impact of customized messages broadcast by the infrastructure to automated or
semi-autonomous vehicles could be much worse.
From the adversary’s perspective, the network infrastructure is perhaps the most interesting
of the three new attack vectors that V2I creates, because the networks are wireless, thus easier
to access both physically and remotely in comparison to the other two vectors, and the networks
are ubiquitous, with connections not only to connected cars and transportation infrastructure, but
also to Internet-connected computer systems, such as the servers used for public key infrastructure, databases to store the vast data collected from the transportation infrastructure, and third
party service providers envisioned to support future driver and passenger demands in both the
infotainment market segment and the evolution of the smart city [28].
The third attack vector of on-board computer systems is, perhaps, less enticing to attackers
than the other two vectors, but must not be ignored. Of special concern for this vector is that, while
traditional vehicular control systems can be isolated from remote network connections that provide
infotainment and telematics, the expected development of V2I messages includes the transmission
of command-and-control messages that influence the vehicle’s driving behavior. In the especially
concerning case of autonomous vehicles, V2I messages may even translate directly into vehicular
control. Thus, the interface between the vehicle and the V2I network is an important element of
the cybersecurity of connected cars to defend against external attacks. As such, the ability to
provide over-the-air (OTA) updates in a secure yet prompt fashion for cybersecurity purposes will
be important in the connected car.

9

Security and Privacy for Connected Cars

Security and privacy solutions proposed for connected cars generically follow traditional information security system architecture design and implementation [2, 60]. The following security mechanisms are particularly being explored in the V2I domain:
• Cryptography [29];
• Intrusion detection systems (IDS);
• Formal methods, modeling, and verification [73, 92];
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• Anti-virus software [89];
• Hardware-based trusted computing [20, 45].
Novel security solutions also appear in the V2I/I2V space to counter the issues faced by the
automotive domain that are not relevant in the information security space. In particular, countermeasures for vehicular theft exist for which no obvious complements are found in the traditional
cybersecurity realm [47]. Similarly, the need to balance safety constraints, economic pressures,
and privacy concerns with security needs sufficiently restrict the solution space such that, despite the similarity in problems and solution methods, significant work remains in addressing the
challenges of automotive security.

10

Threats against Intelligent Transportation Infrastructure due to V2I/I2V

The inclusion of communication channels between connected vehicles and ITS opens new attack surfaces against the transportation infrastructure and its supporting cyber-physical system
components. In this section, we identify the new threat vectors that V2I/I2V create within civil infrastructure. The motivation for attacks against ITS are essentially a subset of those for attacks
against connected cars and vehicles in general:
• infamy;
• control traffic [71];
• disrupt traffic [63];
• collect ISR [40].
Note that cybersecurity for ITS has long been a concern especially for public sector agencies and
the transportation profession. A lengthy yet accessible introduction to the view of cybersecurity
through the lens of transportation operations management can be found in a document prepared
by the Transportation Research Board [79]. Vulnerabilities in ITS have existed before the introduction of V2I/I2V, but the new communication channels introduce attack vectors through which
adversaries may attempt to exploit the ITS and achieve their goals. In particular, the new attack
vectors that threaten the transportation infrastructure are
• vehicles participating in the V2I/I2V communications;
• networking media and protocols of V2I/I2V;
• added computing (hardware and software) that supports V2I/I2V.
Perhaps the most obvious attack vector that V2I introduces is the vehicles themselves. As
active participants in the ITS, malicious vehicles now can influence and attack the infrastructure
itself through directed cyber attacks within the network that connects vehicles and infrastructure.
Attacks against the networking layers also have precedent in the ITS prior to including vehicles in
the network. For example, loop detectors embedded in the roadway to detect vehicles communicate wirelessly with a roadside unit that controls traffic signals for stoplights at intersections and in
ramp metering applications. A demonstrated attack spoofs a sensor (loop detector) signal, which
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allows the adversary to trick the roadside unit into altering its behavior with respect to traffic flow
control [31, 88]. The inclusion of additional communication—mostly wireless—to roadside units
increases their exposure to similar attacks. Even simpler attacks such as jamming are feasible
and effective in achieving the disruption of traffic [22]. The inclusion of even more hardware and
software within both vehicles and infrastructure to support V2I increases the attack surface of ITS,
thus providing more opportunities for adversaries to launch successful cyber attacks against the
computer systems themselves. Existing threat characterization for ITS considers these new threat
vectors as extensions to those stemming from VANET and V2V, which are usually cast in terms
of cryptographic communication security [36, 91]. A comprehensive technical report produced by
ETSI identifies a broad set of threats, attacks, and countermeasures in an ITS [43].

11

Security and Privacy for Intelligent Transportation Infrastructure

Generically, the (draft) NIST Cybersecurity Framework for Critical Infrastructure [62] provides a
framework to guide organizations for securing their critical infrastructure. The NIST framework
adopts a risk management approach consisting of five core functions: identify, protect, detect,
respond, and recover. Identify encompasses threat characterization, while protect, detect, and
respond address the usual cybersecurity defensive mechanisms and incidence response deployed
in (IT) security. Recover is of particular importance in critical infrastructure, because appropriate
recovery ensures the resilience of the infrastructure. The NIST framework has been adopted and
specialized by multiple ITS domain-specific cybersecurity policies [56].
Much of the prior work in ITS security focuses on V2V and VANET [57], or on threats to the
infrastructure that come from other sources besides V2I [8, 32, 51, 53]. Much more work needs to
be done in examining the threat landscape that V2I introduces against the transportation infrastructure, and then ensuring that cybersecurity approaches for ITS are resilient to attacks coming
from any new attack vectors.
The impact on privacy caused by integration of V2I and ITS also has received quite a bit of
attention. Cottrill [14] examines the problem and solution space for privacy concerns with respect
to the emerging V2I-ITS integration. Glancy [33] discusses, among other topics, the legal and
policy issues caused by V2I/I2V including privacy concerns and security challenges. Privacy is
also a repeated theme of concern in the proposed rules for V2V communications especially as
they rely on PKI and network infrastructure [1]. Lederman et al. [52] survey privacy protections in
ITS and propose solutions for privacy protection in ITS data collection and storage.
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Conclusions and Future Work

As the boundary line blurs between vehicle, network, and transportation infrastructure, the security
and privacy concerns of all the entities involved in modern transportation will continue to grow in
importance. In this chapter, we have dissected how advancements made in autonomy, inter-vehicle
connectivity, and vehicle-infrastructure integration are impacting the security and privacy of vehicle
and transportation infrastructure computing systems. None of the concerns in any of these areas
are solved, and much work remains to be done especially in the emerging domains of V2I and
autonomous vehicles. Privacy also is under-investigated in the research community, despite being
valued by the consumer, and solutions to protect privacy could have high impact on the adoption rate and long-term viability of automotive and transportation technology that enables smart
cities. As the standards and regulations for vehicular technology change in response to autonomy
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and ubiquitous connectivity, so too must the security and privacy research community continue to
identify problems and propose preventive, reactive, and responsive solutions that are amenable to
public use and policy-making. Security and privacy of vehicles and transportation critical infrastructure are not just technical problems, but they are also social and international, multi-cultural
problems for which the solutions must meet the security and privacy requirements while also being
responsive to human socio-economic and cross-cultural needs while satisfying the cyber-physical
system safety constraints. The complexity of this problem space ensures that it will remain an
active and viable research area for years to come, and that the fundamental problems will persist. Therefore, an important future research direction is on how to evaluate proposed solutions for
security and privacy to meet the above constraints and also address the fundamental problems.
Another area that merit further investigation is building security into the entire components of the
automobile used for communication and determine how to maintain that level of security through
the entire lifecycle of the components by remote updates and other security measures.
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